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1. Configuration ??

Attribute Description
Auth  Provider | Define the authentication provider being used
Type

User Format

Define if the user will login with username@domain (UPN) or domain/user
(User Domain)

1.1. Lab 1 - Active Directory Authentication 9
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2. Connection ??
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3. User Binding ??
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1.1. Lab 1 - Active Directory Authentication



NGINX Controller Lab Guide Documentation

5. Group Mappings ??

??7???Active Directory??????NGINX Controller “??(Internal)” 77?77?77 “Roles Gr
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1.1. Lab 1 - Active Directory Authentication


https://docs.nginx.com/nginx-controller/platform/access-management/manage-roles/
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1.1. Lab 1 - Active Directory Authentication


https://docs.nginx.com/nginx-controller/platform/access-management/manage-active-directory-auth-provider/
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1.2 Lab 2 - NGINX Controller ??2??

Con-

Note: ?7Lab?????????????Windows  jumphost -  jumphost-1

R727?77????°°?7?7?7?7?7
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Important: “load balancer’???????7?????NGINX Controller?????7??7??????  ?2??2??9?7?  ?72??
2972927277

1.2. Lab 2 - NGINX Controller ???? 21
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2. ?7??7??°°°7?????"controller-3”  ??7??7?????7?7????"Name”  ? “Hostname ??? IP Address”

Field Value
Name controller-3
HostnameorIP | 10.1.1.10

22 Chapter 1. Module 1 - Enterprise Fea
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1.2. Lab 2 - NGINX Controller ????

23



NGINX Controller Lab Guide Documentation

1.2.2 22?222?222???22????? install command ?????

1. “controller-3”  ???7??7?2?2°22°022227°PuTTY”  ?22292727777°777 controller-3  ????70pen
?27?977°7°°77
Important: ?77Putty??????7?79?2°222029?97779777 Yes  ?7?977777777
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Important: 227Putty???2222222222222222272227272 Yes 2772777772777

Note: 29229222222229NGINX  Controller???2?2Pod?322222222222222222222222229

1.2. Lab 2 - NGINX Controller ???? 27
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1.2.5 ?22??

Note: ?7Lab??7???7????????Windows  jumphost -  jumphost-1  ???7????79?7?7?7777

1.3.1 NGINX Plus ??2????
1. “nginxplus-4”  ??7??2?22222229?2°?77PuUTTY”  2229297777°77°7 nginxplus-4 ??77?0pen
?2??977°°7°77
Important: ???Putty???2?272?7?2°2222020277777777 Yes  ??7?77777777
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2. Curl ??2????77?7?NGINX Controller?????????Cookie?????7???7???????????Admin??7? Peter

1.3. Lab 3 - NGINX Plus ??? 29


https://docs.nginx.com/nginx/admin-guide/installing-nginx/installing-nginx-plus/#installing-nginx-plus-on-ubuntu
https://docs.nginx.com/nginx-controller/admin-guides/install/nginx-controller-tech-specs/#nginx-plus-instances
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1.3. Lab 3 - NGINX Plus ???
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Field Value
Name nginxplus-—4
Location West Coast Data Center

(OTHER_LOCATION)

Allow insecure server connections to NGINX Con-
troller using TLS

Enable(Check)

1.3. Lab 3 - NGINX Plus ?2??

33
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1.3. Lab 3 - NGINX Plus ?2??
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Workload Group

............ BIG-
IP?”pool”????7?"pool member’????7?

Username Password

peter@acmefinancial.net | Peter123!@#

2.1. Lab 1- GUI? ADC App 22?
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Name

echo

Display Name

Echo Environment

2.1. Lab 1- GUI? ADC App 22?
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Field

Value

Name

echoapp.net

Environment

Echo Environment

48

Chapter 2. Module 2 - ADC Application Work



NGINX Controller Lab Guide Documentation

2.1. Lab 1-GUI? ADC App ???
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Field Value
gw

Environment

Echo Environment

2.1. Lab 1- GUI? ADC App 22?



NGINX Controller Lab Guide Documentation

52 Chapter 2. Module 2 - ADC Application Work



NGINX Controller Lab Guide Documentation

2.1. Lab 1- GUI? ADC App 22?
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2.1. Lab 1-GUI? ADC App ???
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Field Value

Name echoappcomponent
Gateway Refs | echoappgw

2.1. Lab 1- GUI? ADC App 22?
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1. jumphost—1 ?2?2222?222222?"Developer Tools"?????2227?
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2.1. Lab 1- GUI? ADC App 22?
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Note: NGINX Controller? “204 No Content” ? ??Coo0kie????7??7?? Post-
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5. Postman???????????? Body ?77??7???7??7PUT  ?272?272222222°229°029°27777 Js
desiredState, logging, security, backend ??7???7???7????2?7°??777 Comp
R2??72??7???7?2?°?7?2?°?7
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2.2, Lab2- ADC App 22???2?2?22222?? 67
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http://echoapp.net/example

Note: The app’s JSON respBA%8 tonfiPMe1har 47 Dupest recBREYARAZIBath: " /examNEGINX??7?

dUHT Rewrites 277743087727
Incoming Pattern | ~x~/example (.*) $
Rewrite Pattern /modified$1

74
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http://nginx.org/en/docs/http/ngx_http_rewrite_module.html
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2.3. Lab 3 - ADC ??22?????22?222???(Programmability) 75
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2.3.4 272??

Note: ?7Lab?????????7??7??Windows  jumphost —  jumphost-1  ???7?77?7?7?77777

Username Password
peter@acmefinancial.net | Peter123!@#

80 Chapter 2. Module 2 - ADC Application Work


https://www.nginx.com/blog/regular-expression-tester-nginx/
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2.4. Lab 4 - TCP Load Balancing / Routing
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Field Value
Component Type | TCP/UDP
Name echoapptcp
Gateway Refs echoappgw

84 Chapter 2. Module 2 - ADC Application Work
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Field

Value

Name

TCP Backend

Hackend Workload URIs

tcp://10.1.20.21:

‘Backend Workload URIs

tcp://10.1.20.11:

2.4. Lab 4 - TCP Load Balancing / Routing
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2. ?7?7?77???7?URL(http://echoapp.net:9443

)????TCP??7?

2.4. Lab 4 - TCP Load Balancing / Routing
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2.4.3 ??7??

88 Chapter 2. Module 2 - Al


http://nginx.org/en/docs/stream/ngx_stream_core_module.html
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6. Hostnames ? Hostname ??7?7?722227?  22722222222222222?2URI?22222222222222T




NGINX Controller Lab Guide Documentation




NGINX Controller Lab Guide Documentation




NGINX Controller Lab Guide Documentation

an existing gateway ????77777777 ??7?NGINX  Plus??????HTTP(port 80)?HTTPS(port
443)7777222222222Gateway???22222222222222222222222222222222777? ?7Listen

Chapter 2. Module 2 - Al

Field Value
Name wildcard Backend
Backend Workload URIs | http://10.1.20.21:8001
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Note: . ??2??2?2?2URI??7?7?27?272727?27?27?27?2?2°?2°??21P?27?27?27?27?27?27?2°?2°?°??°????7?7?7?7?7?7?7

2.6 Lab 6 - Security ?????2??2??2? ?2????

Q7?7?7700 22??99?27272??7?°?272????°???7°?7???7

Note: ?7?7??27?2°?°?°?°?°?°°°7°7?7?727?27?°?°??°??°°°7°7°7°7?7 ?2?7?7?7?7?7???°7°°7°?7°7?7?7?7?????°°°??7?7

Important: ?77?: 57

Note: ?7Lab?????????????Windows  jumphost —  jumphost-1  ???????7?77??777?

98 Chapter 2. Module 2 - ADC Application Workflows
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1. “loadgen-1” ??7?????2??7???°????7?"PuTTY ?saved session????7?? loadgen-1 ??777? Open
2?299°?°°°??
Important: ??77Putty??7????92°?9?°??7°°7?°°??777 Yes  ?77??777?°?77

3. 2?2?99°79°°°?90°79°°?77°°?7?(“wrk_trading.acmefinancial.net-cas”).

2.6. Lab 6 - Security ??2??22???2??? 2???? 99
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Important:

» Module 2 Lab 6 (Analytics ???7?7? WAF Traffic Generation ??7?) ?Load Genra-

?2?7??77??77?NGINX  Controller?????NGINX  Plus  instance????????????7?7? ??7Analyt-

Note: ?7Lab?????????7??7?Windows  jumphost —  jumphost-1  ???7?7?7?7?77?777

101
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3.1. Lab 1 - NetOps/Admin??Analytics
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3.1.2 Instance Analytics

1. 2?2?7?Navigation Bar???2??222222222222222? Infrastructure 22?7?2227

104 Chapter 3. Module 3 - Ana
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Important: ?7°77°7777??77??Analytics -> Dashboards ??77?77?777?77 NGINX

3.1. Lab 1 - NetOps/Admin??Analytics
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3.2 Lab 2 - DevOps/Developer??Analytics

90?7?77 Controller App Security (CAS)??2?22?2?2?2?277?77NGINX Con-

Note: ?7Lab??7???????7??7?Windows  jumphost —  jumphost-1  ?7?777?7?7?77?777
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3.2.2 Critical Analytics
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3.2. Lab 2 - DevOps/Developer??Analytics
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3. ?27?2??°Component®???2??Analytics ?2222222222222222227 Compol
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3.2. Lab 2 - DevOps/Developer??Analytics 113
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Conroller?Add On Module??

Lab 1: ?2?22?22929272?72?72222292922?27?272722°?2??7?NGINX Controller Application Security

Important: Module 2 Lab 6 (Analytics 7?7?77 WAF  Traffic  Generation
227)22222722222272222222222222222222Analytics 2??2222772?

Note: ?7Lab?????????7?7?Windows  jumphost —  jumphost-1  ???7?7?7?7?7?77?777
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4.1. Lab 1 - Application Security (GUI)



NGINX Controller Lab Guide Documentation

118 Chapter 4. Module 4 - Applicatio



NGINX Controller Lab Guide Documentation

4.1.

Lab 1 - Application Security (GUI)



NGINX Controller Lab Guide Documentation

7. Security R2??72??7???7?7???7?27?7?7

120 Chapter
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4.1.2 Security Analytics ?????
Note: Retail Develgpment envirgnment?WAF.222?????22?2?Acme_Financi - . .
tion??2222222222327 0743580 2 RN 06 ARdni BN SHRGERNS 3145457 P Trading  Wain G

4.1. Lab 1 - Application Security (GUI)
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3. ??2799°797°°7°7 Last 30 minutes ?77????WAF Suspicious vs Norme

4.1. Lab 1 - Application Security (GUI)
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Q2?7?0020 72????????2727?7???7°°7?7°7?7

4. “Top URIs  Targeted” list’  2?227222222272222222222222222222?2URI??277"

124 Chapter 4. Module 4 - Applicatio
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4.1. Lab 1 - Application Security (GUI)
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Note: Notice that many “Event Details” data points can be used as filters. This powerful
filtering feature allows for quick pattern detection.

128 Chapter 4. Module 4 - Application Security
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1. ???2???7?7?Security Configuration????????Edit Config ??????7??7?7?7?
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11, 222229222292222922222222222227539299922229222292 URL? http://tradinghapter4. Modul
acmefinancial.net/wp-admin/admin-post.php?do_reset_wordpress
299999999999999999992922222222222227 2222229922222 229222 “Support D’
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4.2.1 Alter Security Settings in API

1. ")’7’?’?'?30'????7’?’7’7’?’?9?77??77')’7’?’?’?7’?'?'7'7'?'7'?’7’7’?’?'?'??7??77‘?’7’?’?9?’???(??? 4047?7?7?
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4.2. Lab 2 - Application Security (API)
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5. Postman????2?2227222? Body ??727?2722?27PUT  272272222722227227272 Je

............................................. \

4.2. Lab 2 - Application Security (API)
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4.2. Lab 2 - Application Security (API)
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